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Millions of Monkeys with Smarter Typewriters:
The Epistemology of Hacking Software

“...the ultimate test of what is to count as knowledge is determined by our ability to act
successfully on that knowledge.”

-- Joseph Pitt, professor of philosophy at Virginia Polytechnic Institute and State
University (Pitt, 5)

“I could teach a monkey to break into a computer.”
-- Ira Winkler, former NSA consultant and computer security expert (Thomas, 46)

The juxtapositionof the two quotesabove,if takenliterally, suggestssomethingwhich

strikesme as curious:a monkey,properly trainedand armedwith adequatetools, can

havesufficient knowledgeto successfullybreakinto a computer. In this paper,I intend

to explore the ramifications of this juxtaposition for a pragmatic epistemologyof

technology. I shall first considerpastpragmaticphilosophyon technologicalknowledge,

andshallmakea casethat thescientific technologieson which it hasfocusedareperhaps

not the optimal casesfor study. I shall then look at a particularset of tools which I

believeto bemoresuitable– thoseusedto breakinto computersystems– in orderto see

how the role of knowledgein their developmentandapplicationhasevolvedover time.

Finally, I shall revisit the pragmatist'sdefinition of knowledge,and use the caseof

computer hacking tools to exposethe shortcomingsin this definition and to offer

Kelly - 1



suggestions as to how we might improve upon it.

Epistemology, Technology, and Science

While relatively little attention has been paid by philosophersto technology (in

comparisonto science),the attentionthat they havepaid hasbeenfairly evenlydivided

betweenethicsandepistemology. Within the epistemologyof technology,the primary

focushasbeenon therole of technologyin thecreationof knowledge– in particular,the

creation of scientific knowledge. Gaston Bachelard(McAllester Jones1991), John

Dewey (Hickman 1990), Ian Hacking (1983), Edward Layton (1987), Peter Galison

(1997),JosephPitt (2000),andDavisBaird (forthcoming)haveall written argumentsfor

a reconsiderationof the placeof technologyin regardto scientific knowledge-making.

This seemsto me to be a much-neededproject, and one in which philosophersand

historians have made valuable progress.  While the philosophy of technology is still much

more marginalizedthan the philosophyof science,it has at least been convincingly

demonstratedthatwithout technology,muchof thebasicscienceon which we foundour

knowledge of the world would never have been developed.

However, it also seemsto me that such work should be only the beginning of our

considerationof technologicalknowledge. As an aspiringphilosopherof technology,I

am concernedthat my predecessors,in attempting to legitimate the question of

technologicalknowledge,haveperhapsrelied too heavily uponthe notionof technology
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asa necessarycomponentof science,andhavethereforeinadvertentlyreinforcedtheidea

that technologymustbeboundto sciencein someway in orderto beof value. I wish to

suggestthat theepistemologyof technologyneedsto movebeyondmerelyattemptingto

establishits equality to or priority over the epistemologyof science. It is one thing to

attemptproof that technologyis anequalpartnerto theoryin thecreationof science,and

quite another to demonstratethat technology is also quite capable of standing

independently as an interesting and valuable topic for study.

To be fair, JosephPitt and Davis Baird begin to make this casein Thinking About

TechnologyandThing Knowledge:A Philosophyof ScientificInstruments, respectively.

Pitt seeksto demonstratethatthetraditionalquestionsin thephilosophyof sciencedo not

necessarilytransferwell to the philosophyof technology. He argues,in part, for a new

epistemology,baseduponpragmatism,which is capableof addressingquestionspeculiar

to technologicalknowledge. Similarly, Baird contendsthat therearedifferent kinds of

technologicalknowledgethat may be containedin instruments,including what he calls

“model knowledge” (knowledge contained in and communicatedthrough models),

“working knowledge” (knowledge of how to do something), and “instrumental

knowledge” (knowledgecontainedin measuringinstruments),which are quite distinct

from the types of knowledge usually addressedin traditional studies of scientific

epistemology.However,aswith theotherphilosophersof technologymentionedearlier,

Pitt andBaird overwhelminglydraw their examplesfrom the instrumentationof science.
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They focus their discussionson tools like telescopesand spectrographs,and other

“serious” scientific instruments.While I applaudthe spirit of their respectiveprojects,I

proposethat in order to make a truly convincing casethat technologyitself can bear

significantepistemicweight independentof scientific theory,we oughtto seekexamples

thatarefar removedfrom thepracticeof science.If we canfind suchexamples,andstill

makea goodcasefor their epistemicvalue,thenI believethatwe will havegonea long

way towardclearingthe philosophicalwatersandalleviatingthe feeling that we needto

addresstechnology in traditionally scientific terms like “theory,” “hypothesis,” and

“experiment.” By this separation,it is my hopethat theepistemologyof technologymay

gain its own independentexistence,andthatwe canfinally put so-called“physicsenvy”

to rest once and for all.

A Different Sort of Technology

Thetechnologyat which I intendto look is not the technologyof the laboratory. In fact,

it is a technologywith which few scientistswould careto associateat all. Far from the

cyclotrons and bubble-chambersused by knowledge-encumberedPhD physicists, I

proposeinsteadto utilize in my discussiona much more pedestriantechnology– the

computersoftwareusedby thousandsof largely uneducatedyouth to wreakhavocupon

computer and telephone networks worldwide.

My reasonsfor selectingthis particulartechnologyareseveral. First, computersoftware
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offers a good opportunity to talk about technologywithout being temptedinto endless

discussionsaboutits relationshipto basicscience.Unlike telescopes,spectrometers,and

otherlaboratoryequipment,softwareis far enoughremovedfrom basicsciencethat any

epistemologicallessonsthatwe canlearnfrom it arelesslikely bedistractedby chicken-

and-eggdisputesbetweentheory and practice,allowing us to focus insteadon some

uniquelytechnologicalquestionsof epistemology.Secondly,computerhackingtoolsare

an excellentexampleof a technologythat allows a relatively unskilleduserto perform

very sophisticatedtechnical feats. This makesthesetools excellent vehicles for the

discussionof technologicalknowledge. For example:how cana userwho “knows” very

little, assistedby theright tool, accomplishthesametaskwith thesamedegreeof success

assomeonewho knowsquite a bit? It seemsthat the answerto this questionwill have

particularbearingon pragmaticepistemology. Thirdly, I would contendthat computer

software can serve us as an easystarting point into a discussionof whether or not

technologiescan“contain” or “embody” knowledge– and if so, in what ways. We all

know that softwarecontainslines of code(and that well-written softwarealso includes

commentsthatexplainwhatthecodedoes),but doesit alsocontainknowledge?It seems

to methatthingslike computersoftwareandbooks– thingsthatcontainhumanlanguage

– provide us a betterpoint of entry to this questionthan do more opaqueobjectslike

hammersandpowerplants(althoughwe shalleventuallyhaveto extendourdiscussionto

include thoseobjects,as well.) Becauseit containslanguage,and becausetraditional

theoriesof knowledgehave relied heavily upon linguistic thought,computersoftware
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lendsitself well to an interestingdiscussionaboutthe “embodiment”or “encapsulation”

of knowledge – especially when we consider the fact that one need not read or understand

the software's programmed language in order to successfully use the tool.

Finally, I selectcomputersoftwarebecauseit is oneof the technologieswith which I am

most familiar, and one that I find most interesting. My backgroundis not that of a

scientist,nor that of an engineer,but that of a technician. Throughoutmy own training

and experiencewith computertechnology,it has beenmy primary professionnot to

theorizeor fabricate,but simply to fix brokenthings. In my approachto the philosophy

of technology,I intendto setasidescience(andits languageof theories,hypotheses,and

experiments),andto usea tool with which I am morefamiliar – computersoftware– to

fix what I perceive to be an epistemology in need of repair.

The Hacker's Toolbox

Today'shackers– and the tools of their trade – bear little resemblanceto those of

yesterday.As with somanyotherhumanendeavors,computerhackinghasundergonea

de-skilling asthe technologyemployedby it hasbecomemoreencapsulated.It usedto

be that computer hacking could be undertaken only by individuals extremely

knowledgeableof computerandtelephonenetworks. Most of theseearly hackerseither

did their hacking “manually” or fashionedtheir own tools. For example,one of the

legendaryhackersof the early 1970swasJohnDraper,aka “Captain Crunch” (Fig. 1).
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Draper,a sometimes-employedengineerand

early member of Berkeley's Homebrew

ComputerClub, was a savantwhen it came

to analog telephone networks. While

stationed as an airman overseas,Draper

earnedhis nicknameby discoveringthat he

couldusea whistlethatcamefreein boxesof

Capt'nCrunchcerealto generatethe precise

2600 Hz tone necessaryto authenticateinto telephonerelays (Thomas,18). This

discovery,combinedwith his backgroundknowledgeof telephonenetworkinghardware

and systems,allowed him to make free long-distancephonecalls to his friends back

homefrom any pay phone.1 Draperlater designed“blue boxes,”which wereelectronic

tone-emissiondevicescapableof exploiting variousfeaturesof telephonerelay systems.

He was so well-attunedto the analog tones used in thesesystemsthat when other

HomebrewComputerClub membershad difficulty in copying his design,Draperwas

able to set aside the schematic diagrams and “tune” their blue boxes by ear (Levy 247).2

1 Later in the 1970s,two other membersof the HomebrewComputerClub – SteveJobsand Steven
Wozniak(UC Berkeleystudentsandfuture foundersof Apple computer)– heardaboutDraper'sidea,
andusedit to createtheir own “blue boxes.” Theseblue boxesweresmall electronicdevicescapable
of emitting the same2600Hz toneas the famousCapt'nCrunchwhistle. Enterprisingstudentsthat
theywere,JobsandWozniaksold these“blue boxes”to otherstudentsin theBerkeleydormitories,in
what may havebeenthe first commodificationof hackingtechnology(Levy, 123). In this case,the
Berkeleydorm residentsto whom JobsandWozniaksold boxesdid not fashionthe tools themselves,
but rather purchasedthem from a more knowledgeableparty, foreshadowingthe current broad
availability of pre-fabricated hacking tool sets.

2 Unlike JobsandWozniak,Draper'sfuturewasnot sobright. His notorietyin thehackingworld earned
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Contrast this expertise with the hacker of today who has literally hundreds of pieces of

pre-fabricated software at her disposal. Today's aspiring hacker can go to any of dozens

of Web sites to obtain tools to do just about anything of which a computer is capable.

Hacking Web sites such as http://www.cultdeadcow.com, http://www.insecure.org, and

http://www.atstake.com offer the fledgling hacker everything she needs to get started.

She can download one program to scan a company's network, another program to exploit

the vulnerabilities discovered by the scanner, and a third program to cover her tracks and

leave a back door open for next time, all without knowing a single thing about computer

networks or how to write a single line of computer code. The only knowledge that she

needs in order to have a fair chance of compromising a poorly secured network is a basic

familiarity with how to use a computer and where to download the tools. It can certainly

be justifiably argued that the bar has been significantly lowered in recent years when it

comes to the knowledge required by individual computer users to perform what used to

be quite difficult technical feats.

Aside from simply multiplying in number, hacking tools (along with computers

themselves) have also become more “friendly” to a broader, less technical audience.

him the attention of the authorities, and eventually a prison sentence. He has since attempted to put his
skills to a more societally accepted use, and now runs a computer security consulting firm. Their
flagship product is the “CrunchBox” security system, an computer intrusion prevention system
(http://www.shopip.com).
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“Classic” tools like the Nmap network scanner3 were commandline programsthat

requiredtheuserto haveat leastsomeknowledgeof computernetworkingprotocols,and

to readsomedocumentationprior to employingthem. In orderto utilize toolslike Nmap,

the user neededto know the technical specifics of the type of scan they wished to

perform,and the propercommandsto usein order to communicatetheir wishesto the

program. A typical commandto tell Nmap to probe a set of computersmight look

something like this:

# nmap -v -sS -O www.example.org   

The interpretationof this is somethinglike “I would like to performa stealthTCP SYN

scanagainstwww.example.org,and would like verboseoutput including the operating

system'sTCP fingerprint.” Thecommandoutputreturnedby Nmapis no lessopaqueto

theunskilleduserthanthecommandsyntaxitself. It requiresa fair degreeof knowledge

both to utilize the tool and to interpret its results.4

CurrentscannerssuchasNessus(Fig. 2) requirenoneof this, andcanbeusedby a much

lesssavvyhacker. Insteadof memorizinga seriesof obscurecommandparameters,the

user needsonly to install the graphically-drivensoftware,selecta target, and click a

3 A networkscanner,simply put, is a softwaretool usedto probecomputernetworks. Typical scanners
(like Nmap) allow a hackerto selecta target,and the scannerwill probethe selectedsystem(s)and
returnto the usera list of the services(suchasweb or databaseservers)runningon the selectedhost.
The scannermay also returnadditionalinformation,suchas the operatingsystemor softwareversion
numbers of the target computer, which the hacker can then use to scout for potential vulnerabilities.

4 TheNmapFEprojecthasrecentlyaddeda graphicalfront-endto Nmap;however,it relievesonly the
burdenof having to memorizethe relevantcommands.Onestill needsto understandthe optionsto
select,and– mostimportantly– theoutputis identicalto thatrenderedby thecommand-lineversionof
the tool.
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buttonto startthe scan. Nessusdoes

include a large numberof advanced

options for the more technically

inclined, but it will function quite

admirably for most purposesusing

the default settings. Results are

given in a graphical window,

complete with Web links to the

security advisories relevant to the

discoveredvulnerabilities (many of

which also contain the necessary

codeto exploit thosevulnerabilities).

Tools like Nessushavemadecomputerhackingnearly as “point-and-click” as using a

word processor or Web browser.

WhatI intendto demonstrateby all of this is simply thatcomputerhacking,aswith many

other human pursuits involving technology, is becoming increasingly de-skilled.

Betweenthe daysof CaptainCrunchtuning frequencygeneratorsby earandthemodern

thirteen-year-old miscreant blindly mashing buttons on his parents' computer after school,

it certainly seemsthat the requiredknowledge(in the traditional ideationalsense)for

accomplishingthe task of breaking into computershas been vastly reduced. This
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reductioncanbe largely attributedto the wider distributionof “smarter” tools to a less

discriminating audience. However, this poses a bit of a puzzle for pragmatist

epistemology:if today'sunskilledhackerscanachievesimilar successfulactionastheir

more“knowledgeable”predecessors,thenwhatexactlyis goingon? If theuserof a tool

is operating with a bare minimum of knowledge, then might (as Davis Baird suggests) the

knowledgeinsteadbecontainedin thetool itself? If, asIra Winkler claims,we canteach

a monkeyto breakinto a computer,thenoughtwe attributeknowledgeto themonkey,or

perhaps instead to the tool that we teach the monkey to use?

Pragmatic Epistemology and Technology

Thequoteby JosephPitt given in theepigraphis a fair summaryof thepragmaticvision

of knowledge. Rather than relegatingknowledge to the realm of ideas, Pitt seeks

knowledgein successfulaction. JohnDewey held a similar view of knowledge. He

consideredit to be quite simply the productof successfulinquiry, where inquiry was

definedasactiveengagementwith theworld in orderto settlesomecognitivedissonance.

However,utilizing successfulactionasour criterion for knowledgeseemsto raisesome

counter-intuitiveproblemswhenwe considertherole of technology. If, asPitt contends,

knowledgeis indicatedby successfulaction, and if the successof the action can be

greatly facilitated by having the right tools, then what role do those tools play in

constitutingknowledge?Doespragmatismallow us to maintainour commonnotionthat

knowledgeis somethingpossessedby a human“knower”, or might it forceusto abandon
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such a claim?

If we acceptthepragmatistdefinition of knowledge,thenit would at first appearthatwe

are also forced to accept that knowledge can be contained in objects. A simple

illustrationshouldmakethebasisfor this claim clear. Supposewe havetwo individuals:

one is John Draper, and the other is one of the Berkeley students to whom Steve Jobs sold

a “blue box,” completewith operatinginstructions. Both Draperwith his plasticwhistle

and the Berkeley student with his fabricated “blue box” can abusethe California

telephonesystemat will. Theoutcomesof their actionsarethesame:a 2600Hz toneis

generated,allowing them unlimited long distancetelephonecalls. Per the pragmatic

definition of knowledgestatedabove,both parties (through their successfulactions)

exhibit knowledge of how to manipulate the telephone network.  However, it goes against

every intuition to say that Draperand the studentpossessthe samelevel of knowledge

whenit comesto achievingthe successfulresult. If we wereto takeawaythe student's

“blue box”, he might not have any idea how to begin to construct another.  But if we were

to takeawayDraper'splasticwhistle,hewould likely find little difficulty in finding some

othermeansto accomplishthe sameend. It seemsclear in this casethat the artifact is

playinga very largepartin allowing thestudentto achievesuccessfulaction. It therefore

alsoseemsreasonable,per the pragmatictheoryof knowledge,to attributesomeor most

of the knowledge to the technology, and not to its user.
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Herewe begin to find ourselveson unfamiliar (andpossiblyuncomfortable)ground. It

seemsintuitive to say that Steve Jobs had a certain degreeof knowledgewhen he

constructedthe blue box. It alsoseemsintuitive to saythat he recordedsome“working

knowledge”of how to operatethedeviceinto its written instructions.However,nowhere

in the instructionsdoesit saywhythebox works. Thestudentsimply knowsto attachit

to a telephonehandpieceanddial away. Similarly, JohnDraperknowswhento blow his

Capt'n Crunch whistle, but he also knows why the whistle succeedsin creating the

desiredoutcome. However,that knowledgedoesnot seemto haveany direct effect on

the successof the actionitself – the ignorantstudentcanjust aseasilyachievethe same

successrate. We may be temptedto saythat the studentis actingon Jobs'sknowledge,

ratherthanhis own, but this begsthe question. If Jobshimself is not presentwhenthe

studentengagesthebluebox, thenhow canthestudentacton his knowledge,unlessthat

knowledgehasbeensomehowtransferredinto the box itself? It seems,at leaston the

surface,that if one is to be a pragmatist,that one mustnecessarilyacceptthat material

objectscan contain at least certain forms of knowledge. It is precisely this type of

situationthathasled philosopherslike Baird to claim thatknowledgecanbe“contained”

or “embodied” in artifacts.

However,thereis a deviousCartesiantrap at work here,andappearancesmay not be as

simple as they seem. To supposethat knowledgeis “contained” in artifacts – or in

humanminds– is to acceptthe binary thinking of ideationaltheoriesof knowledge,and
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to betraythespirit of pragmatism.Knowledge,like “truth” or “value”, is somethingthat

we ought to takecarenot to reify. Knowledgeis not “contained” in artifactsany more

than monetaryvalue is “contained” in papercurrency. What philosopherssuchas Pitt

andBaird perhapsrecognizebut fail to emphasizeis that knowledgeis systemic. It is

only in interacting with the world that knowledge is exhibited, and that interaction

involves many things – not just people,not just artifactsand things in the world, but

systematicconjunctionsof all of these. It is thosesystematicconjunctions,andnot their

constituent parts, to which the pragmatist ought to grant the status of “knowledge.”

To acceptknowledgeasa non-Cartesian,non-dualisticsystemof people,objects,andthe

world radically transforms(andI think makesmorepalatable)our discussionof the role

of technology in epistemology. Instead of claiming that artifacts “encapsulate”

knowledge– as if that knowledgecould be extractedfrom the artifact anywhereat any

time – we cantalk abouthow artifactsarecomponentsof knowledgesystems. We are

now preparedgo beyondthe simplistic pragmaticcategorizationthat “the hallmark of

knowledgeis successfulaction,” and to offer a moreconstitutivedefinition. I propose

that knowledgecan be definedas the interactivesystemof materials,skills, and ideas

requisite for the predictable accomplishment of a purposeful task.

Thereis a greatdealpackedinto this concisedefinition,andit deservessomeexplication.

I have already discussedwhy I believe knowledgemust be consideredin terms of
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systems,and not something“in” peopleor “in” objects. I also add interactivity as a

necessarycomponentof thosesystems.It is not enoughto havean individual, a pieceof

software,andanassignedtask. The threemustinteractwith oneanother:the individual

mustusethe softwaretoward the successfulaccomplishmentof the taskat hand. Also

important to my definition is that the systemis comprisedof materials(things in the

world), skills (the ability to accomplishtasks),and ideas(at the very least,the idea of

havingsomepurposefulend.) Failing the presenceof anyof the three,I would contend

that we do not haveadequategroundson which to claim that a knowledgesystemis

present.First of all, I would rejectthe Cartesianclaim thatknowledgecanbepossessed

in absenceof the materialworld. It is not enoughto say that I could crack into the

Pentagon'scomputersif only I had the right tools, and thereforeto claim that I have

knowledgeof how to completethetask. If I do not in fact havetherequiredtools,anddo

not haveaccessto the necessarymaterials,expertise,or information to fabricatethem,

then I do not have the necessaryknowledgeto solve the problemat hand. Similarly,

possessionof the tool itself is not enoughto claim knowledge. I alsoneedthe required

skill in how to usethetool. Finally, I needsomeideationalbasisuponwhich to establish

my criteria for success. Other ideas(such as Draper'sinternalizedinformation about

telephonenetworks)may contributeto the knowledgesystemaswell, thoughthey need

not necessarilybe complex or consciouslyutilized. (Our very conceptualframework

through which we address the world could be construed as ideational).
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I intentionally place the word “requisite” into my definition, because(in contrastto

Dewey),I would not agreethat it is the successfulcompletionof a taskthat constitutes

the knowledgesystem. That is to say,knowledgeis not merely the productof inquiry.

Rather,the successfulcompletionof the taskis what servesasour testby which to find

out if we truly have a knowledgesystem. Somesenseof this is containedin Pitt's

statementthat “the hallmarkof knowledgeis successfulaction.” This doesnot seemto

imply thatknowledgeis successfulaction,but only thatsuccessfulactionis themeansby

which we identify whetherknowledgeis present. While I agreewith Pitt on this point,

his characterizationdoesseemto beg the questionbadly of what knowledgeis. My

definition seeksto remedythis: what knowledgeis is the interactivesystemrequiredfor

Pitt's successful action.

Finally, I feel the needto improveupon the pragmaticcriterion of “successfulaction.”

While I onceagainagreewith this criterion in spirit, I find it lacking in substance,and

too vague to do any substantialepistemic work. What defines success? How

consistentlymustwe achievesuccessin orderto beconsidered“knowledgeable”?What

abouthappyaccidents,or thoseactionsthatseemto befailuresat first, andturn out to be

revolutionarysuccessesin hindsight? Theseissuesseemto me too significantto simply

pass over. As such, I have built the additional criteria of predictability and

purposefulnessinto my definition. I intend for predictability to rule out thosehappy

accidentswhich give us a desirableresult (and could thus perhapsbe interpretedas
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successes),but not in the expectedway. As an example,considerthe button-mashing

thirteen-year-oldwho haphazardlyselectsthemagiccombinationof softwareoptionsthat

allow him to compromisea university Web server. He may have succeededin the

desiredtask,but maynot know how hedid it, andprobablycouldnot repeattheprocess.

I think we do not want to grantthestatusof “knowledge”to the lad andhis softwarejust

yet. Oncehe figuresout how to repeattheprocess,andknowsexactlywhich buttonsto

push(andwhen)in orderto achieveapredictableresult,thenwe wouldprobablybemore

inclinedto admitthepresenceof knowledge.As animportantaddendumto this, I should

also point out that we neednot be committedto a binary classificationof knowledge

systems;that is, we neednot sorteachpossiblescenariointo tidy stacksof “knowledge”

and“not knowledge.” Thescaleis certainlyquitea bit morecontinuousthanthat. The

higher the degreeof predictability with which we can complete purposeful (goal-

oriented)tasks,the firmer andmore “knowledgeable”our knowledgesystemshouldbe

considered.

Conclusion: Millions of Monkeys with Smarter Typewriters

Theold adagetells usthat if a million monkeystypefor a million years,oneof themwill

producethe works of Shakespeare.I suggestthat we neednot wait a million years,as

long aswe give the monkeysword processorswith auto-formattingandauto-correcting

spell checkers. I would tend to agreewith Ira Winkler that we certainly can teacha

monkeyto breakinto a computer– if we give themonkeysmartenoughsoftwarethatall
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he needs to do is to push a few buttons in the right order.  I would further suggest that this

is alreadyhappening.Millions of barely-skilled“monkeys” createheadacheseveryday

for computernetworkadministratorsaroundthe world. In 1988,CERT (the Computer

Emergency ResponseTeam at Carnegie Mellon University) reported six hacking

incidents (CERT 2003). By 2002, that number had jumped to 82,094. To all

appearances,thatnumberwill doubleby theendof this year:in thefirst quarterof 2003,

42,586incidentswerereportedto CERT. Clearlytherearemanymoremonkeysat work

than there used to be, and clearly their typewriters are getting progressively smarter.

It seemsto me that our traditionalCartesiannotion of knowledgeassomethingstuckin

the mind of a humanbeing providesus with inadequatemeansof explaininghow so

manyareableto do somuchwith theassistanceof complextechnologies,despitethefact

that theusersof thosetechnologiesknow very little themselves.I believethatpragmatic

epistemologycanoffer a solution,but only if it is willing to fully releaseits graspon the

notion that knowledgeis somethingencapsulatedeitherin the humanmind or objectsin

the world. The pragmatistshould instead focus her thinking on somethingmore

complex:the systemsin which thosehumansandobjectsexist andinteract. Only then

will be be able to do sufficient epistemological justice to all of those monkeys.

Kelly - 18



Bibliography

Baird, Davis. Thing Knowledge: A Philosophy of Scientific Instruments. Berkeley:
University of California Press, forthcoming.

CERT. “CERT/CC Statistics 1988-2003”. <http://www.cert.org/stats/cert_stats.html>,
2003.

Galison, Peter. Image and Logic: A Material Culture of Microphysics. Chicago:
University of Chicago Press, 1997.

Hacking, Ian. Representing and Intervening: Introductory Topics in the Philosophy of
Natural Science. Cambridge: Cambridge University Press, 1983.

Hickman, Larry. John Dewey's Pragmatic Technology. Bloomington: University of
Indianapolis Press, 1990.

Layton, Edward.  “Through the Looking Glass, or News from Lake Mirror Image.”
Technology and Culture. (July 1987): 594-607.

Levy, Steven. Hackers: Heroes of the Computer Revolution. Garden City: Anchor Press,
1984.

McAllester Jones, Mary. Gaston Bachelard, Subversive Humanist: Text and Readings.
Madison: University of Wisconsin Press, 1991.

Pitt, Joseph. Thinking About Technology. New York: Seven Bridges Press, LLC, 2000.

Thomas, Douglas. Hacker Culture. Minneapolis: University of Minnesota Press, 2002.

Kelly - 19


