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Millions of Monkeys with Smarter Typewriters:
The Epistemology of Hacking Software

“...the ultimate test of what is to count as knowledge is determined by our ability to act
successfully on that knowledge.”
-- Joseph Pitt, professor of philosophy at Virginia Polytechnic Institute and State
University(Pitt, 5)

“l could teach a monkey to break into a computer.”
-- Ira Winkler, former NSA consultant and computer security eXpbadmas, 46)

The juxtapositionof the two quotesabove,if takenliterally, suggestsomethingwhich
strikesme as curious: a monkey, properly trained and armedwith adequateools, can
havesufficientknowledgeto successfullybreakinto a computer. In this paper,| intend
to explore the ramifications of this juxtaposition for a pragmatic epistemology of
technology. | shallfirst considempastpragmaticphilosophyon technologicaknowledge,
andshall makea casethatthe scientifictechnologieon which it hasfocusedareperhaps
not the optimal casesfor study. | shall thenlook at a particular set of tools which |
believeto be moresuitable— thoseusedto breakinto computersystems- in orderto see
how the role of knowledgein their developmentind applicationhasevolvedover time.
Finally, | shall revisit the pragmatist'sdefinition of knowledge,and use the case of

computer hacking tools to exposethe shortcomingsin this definition and to offer
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suggestions as to how we might improve upon it.

Epistemology, Technology, and Science

While relatively little attention has been paid by philosophersto technology (in
comparisorto science)the attentionthat they have paid hasbeenfairly evenlydivided
betweenethicsand epistemology. Within the epistemologyof technology,the primary
focushasbeenon therole of technologyin the creationof knowledge— in particular,the
creation of scientific knowledge. Gaston Bachelard(McAllester Jones1991), John
Dewey (Hickman 1990), lan Hacking (1983), Edward Layton (1987), Peter Galison
(1997),JoseplPitt (2000),and Davis Baird (forthcoming)haveall written argumentgor
a reconsideratiorof the placeof technologyin regardto scientific knowledge-making.
This seemsto me to be a much-neededroject, and one in which philosophersand
historians have made valuable progress. While the philosophy of technology is still much
more marginalizedthan the philosophyof science,it has at least been convincingly
demonstratethat without technology muchof the basicscienceon which we found our

knowledge of the world would never have been developed.

However, it also seemsto me that such work should be only the beginning of our
consideratiorof technologicaknowledge. As an aspiringphilosopherof technology,|
am concernedthat my predecessorsin attempting to legitimate the question of

technologicaknowledge haveperhapgselied too heavily uponthe notion of technology
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asanecessargomponenbf scienceandhavethereforeinadvertentlyreinforcedtheidea
thattechnologymustbe boundto sciencein someway in orderto be of value. | wishto
suggesthatthe epistemologyof technologyneedsto movebeyondmerelyattemptingto
establishits equalityto or priority over the epistemologyof science. It is onething to
attemptproof thattechnologyis an equalpartnerto theoryin the creationof scienceand
quite another to demonstratethat technology is also quite capable of standing

independently as an interesting and valuable topic for study.

To be fair, JosephPitt and Davis Baird begin to make this casein Thinking About
Technologyand Thing Knowledge:A Philosophyof ScientificInstrumentsrespectively.
Pitt seekdo demonstrat¢hatthe traditionalquestionsn the philosophyof sciencedo not
necessarilyransferwell to the philosophyof technology. He arguesjn part, for a new
epistemologybaseduponpragmatismwhich is capableof addressingjuestiongeculiar
to technologicalkknowledge. Similarly, Baird contendsthat thereare different kinds of
technologicalknowledgethat may be containedin instrumentsjncluding what he calls
“model knowledge” (knowledge containedin and communicatedthrough models),
“working knowledge” (knowledge of how to do something), and “instrumental
knowledge” (knowledgecontainedin measuringinstruments)which are quite distinct
from the types of knowledge usually addressedn traditional studies of scientific
epistemology.However,aswith the otherphilosopherof technologymentionedearlier,

Pitt andBaird overwhelminglydraw their exampledrom the instrumentatiorof science.
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They focus their discussionson tools like telescopesand spectrographsand other
“serious” scientificinstruments. While | applaudthe spirit of their respectiveprojects,|
proposethat in orderto make a truly convincing casethat technologyitself can bear
significantepistemicweightindependenbf scientific theory,we oughtto seekexamples
thatarefar removedfrom the practiceof science.If we canfind suchexamplesandstill
makea goodcasefor their epistemicvalue,thenl believethatwe will havegonea long
way toward clearingthe philosophicalwatersandalleviating the feeling that we needto
addresstechnology in traditionally scientific terms like “theory,” “hypothesis,” and
“experiment.” By this separationit is my hopethatthe epistemologyof technologymay
gainits own independenexistenceandthatwe canfinally put so-called‘physicsenvy”

to rest once and for all.

A Different Sort of Technology

Thetechnologyat which | intendto look is not the technologyof the laboratory. In fact,
it is atechnologywith which few scientistswould careto associatet all. Farfrom the
cyclotrons and bubble-chamberaised by knowledge-encumbere®hD physicists, |
proposeinsteadto utilize in my discussiona much more pedestriantechnology— the
computersoftwareusedby thousandof largely uneducategouth to wreakhavocupon

computer and telephone networks worldwide.

My reasondor selectingthis particulartechnologyareseveral. First, computersoftware
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offers a good opportunityto talk abouttechnologywithout being temptedinto endless
discussiongboutits relationshipto basicscience. Unlike telescopesspectrometersnd
otherlaboratoryequipmentsoftwareis far enoughremovedfrom basicsciencethatany
epistemologicalessonghatwe canlearnfrom it arelesslikely be distractedoy chicken-
and-eggdisputesbetweentheory and practice, allowing us to focus insteadon some
uniquelytechnologicahuestionof epistemology.Secondly,computerhackingtools are
an excellentexampleof a technologythat allows a relatively unskilled userto perform
very sophisticatedtechnical feats. This makesthesetools excellentvehiclesfor the
discussiorof technologicaknowledge. For example:how cana userwho “knows” very
little, assistedy theright tool, accomplisithe sametaskwith the samedegreeof success
assomeonenho knowsquite a bit? It seemghat the answerto this questionwill have
particularbearingon pragmaticepistemology. Thirdly, | would contendthat computer
software can serve us as an easy starting point into a discussionof whetheror not
technologiescan “contain” or “embody” knowledge— andif so,in what ways. We all
know that softwarecontainslines of code (and that well-written softwarealso includes
commentghatexplainwhatthe codedoes),but doesit alsocontainknowledge?It seems
to methatthingslike computersoftwareandbooks— thingsthatcontainhumanlanguage
— provide us a betterpoint of entry to this questionthan do more opaqueobjectslike
hammersandpowerplants(althoughwe shalleventuallyhaveto extendour discussiorto
include thoseobjects,as well.) Becauset containslanguageand becauseraditional

theoriesof knowledgehave relied heavily upon linguistic thought, computersoftware
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lendsitself well to aninterestingdiscussioraboutthe “embodiment”or “encapsulation”
of knowledge — especially when we consider the fact that one need not read or understand

the software's programmed language in order to successfully use the tool.

Finally, | selectcomputersoftwarebecauset is oneof the technologiesvith which | am
most familiar, and one that | find most interesting. My backgroundis not that of a
scientist,nor that of an engineer but that of a technician. Throughoutmy own training
and experiencewith computertechnology,it has beenmy primary professionnot to
theorizeor fabricate,but simply to fix brokenthings. In my approachto the philosophy
of technology| intendto setasidescience(andits languageof theories hypothesesand
experiments)andto usea tool with which | am morefamiliar — computersoftware— to

fix what | perceive to be an epistemology in need of repair.

The Hacker's Toolbox

Today's hackers— and the tools of their trade — bear little resemblancdo those of
yesterday.As with so manyotherhumanendeavorscomputernackinghasundergonea
de-skilling asthe technologyemployedby it hasbecomemore encapsulatedIt usedto
be that computer hacking could be undertakenonly by individuals extremely
knowledgeableof computerandtelephonenetworks. Most of theseearly hackerseither
did their hacking “manually” or fashionedtheir own tools. For example,one of the

legendaryhackersof the early 1970swas JohnDraper,aka“Captain Crunch” (Fig. 1).
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Draper,a sometimes-employedngineerand
early member of Berkeley's Homebrew
ComputerClub, was a savantwhenit came
to analog telephone networks.  While
stationed as an airman overseas, Draper
earnedhis nicknameby discoveringthat he

coulduseawhistlethatcamefreein boxesof

Figure 1: Captain Crunch Hard At Work

Capt'nCrunchcerealto generatehe precise
2600 Hz tone necessaryto authenticateinto telephonerelays (Thomas, 18). This
discovery,combinedwith his backgroundknowledgeof telephonenetworkinghardware
and systems,allowed him to make free long-distancephone calls to his friends back
homefrom any pay phone! Draperlater designed‘blue boxes,”which were electronic
tone-emissiordevicescapableof exploiting variousfeaturesof telephonerelay systems.
He was so well-attunedto the analogtonesusedin these systemsthat when other
HomebrewComputerClub membershad difficulty in copying his design,Draperwas

able to set aside the schematic diagrams and “tune” their blue boxes by ear (Lévy 247).

! Laterin the 1970s,two other membersof the HomebrewComputerClub — SteveJobsand Steven
Wozniak (UC Berkeleystudentsandfuture foundersof Apple computer)- heardaboutDraper'sidea,
andusedit to createtheir own “blue boxes.” Theseblue boxeswere small electronicdevicescapable
of emitting the same2600 Hz tone as the famousCapt'nCrunchwhistle. Enterprisingstudentsthat
theywere,JobsandWozniaksold these"blue boxes”to otherstudentsn the Berkeleydormitories,in
what may have beenthe first commaodificationof hackingtechnology(Levy, 123). In this case,the
Berkeleydorm residentso whom JobsandWozniak sold boxesdid not fashionthe tools themselves,
but rather purchasedthem from a more knowledgeableparty, foreshadowingthe current broad
availability of pre-fabricated hacking tool sets.

2 Unlike JobsandWozniak,Draper'sfuture wasnot so bright. His notorietyin the hackingworld earned
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Contrast this expertise with the hacker of today who has literally hundreds of pieces of
pre-fabricated software at her disposal. Today's aspiring hacker can go to any of dozens
of Web sites to obtain tools to do just about anything of which a computer is capable.
Hacking Web sites such as http://www.cultdeadcow.com, http://www.insecure.org, and
http://www.atstake.com offer the fledgling hacker everything she needs to get started.
She can download one program to scan a company's network, another program to exploit
the vulnerabilities discovered by the scanner, and a third program to cover her tracks and
leave a back door open for next time, all without knowing a single thing about computer
networks or how to write a single line of computer code. The only knowledge that she
needs in order to have a fair chance of compromising a poorly secured network is a basic
familiarity with how to use a computer and where to download the tools. It can certainly
be justifiably argued that the bar has been significantly lowered in recent years when it
comes to the knowledge required by individual computer users to perform what used to

be quite difficult technical feats.

Aside from simply multiplying in number, hacking tools (along with computers

themselves) have also become more “friendly” to a broader, less technical audience.

him the attention of the authorities, and eventually a prison sentence. He has since attempted to put his
skills to a more societally accepted use, and now runs a computer security consulting firm. Their
flagship product is the “CrunchBox” security system, an computer intrusion prevention system
(http://www.shopip.com).
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“Classic” tools like the Nmap network scannetr were commandline programsthat
requiredthe userto haveat leastsomeknowledgeof computemetworkingprotocols,and
to readsomedocumentatiomprior to employingthem. In orderto utilize toolslike Nmap,
the user neededto know the technical specificsof the type of scanthey wished to

perform, and the propercommandgo usein orderto communicatetheir wishesto the
program. A typical commandto tell Nmap to probe a set of computersmight look

something like this:

# nmap -v -sS -O www.example.org

The interpretationof this is somethingike “I would like to performa stealthTCP SYN

scanagainstwww.example.organd would like verboseoutputincluding the operating
system'sTCP fingerprint.” The commandoutputreturnedoy Nmapis no lessopaqueto

the unskilleduserthanthe commandsyntaxitself. It requiresa fair degreeof knowledge

both to utilize the tool and to interpret its restilts.

CurrentscannersuchasNessugFig. 2) requirenoneof this, andcanbe usedby a much
lesssavvyhacker. Insteadof memorizinga seriesof obscurecommandparametersthe

userneedsonly to install the graphically-drivensoftware, selecta target, and click a

® A networkscannersimply put, is a softwaretool usedto probecomputemetworks. Typical scanners
(like Nmap) allow a hackerto selecta target,andthe scannerwill probethe selectedsystem(s)and
returnto the usera list of the services(suchasweb or databaseservers)unningon the selectechost.
The scannemay also return additionalinformation, suchas the operatingsystemor softwareversion

numbers of the target computer, which the hacker can then use to scout for potential vulnerabilities.

4 The NmapFEprojecthasrecentlyaddeda graphicalfront-endto Nmap; however,it relievesonly the
burdenof havingto memorizethe relevantcommands. One still needsto understandhe optionsto
selectand— mostimportantly— the outputis identicalto thatrenderedy the command-lineversionof
the tool.
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buttonto startthe scan. Nessusdoes
. Messusd host [ Target selection | Plugins | Scan options | User
include a large numberof advanced [Tor i e it s
Mew session setup
options for the more technically
= Messusd Host : |I|:||:alhnst
inclined, but it will function quite
Port : |3001
admirably for most purposesusing
the default settings. Results are
. - . . ] Login ; |root
given in a graphical window,
complete with Web links to the Password:
security advisories relevant to the
discoveredvulnerabilities (many of Connected
which also contain the necessary
Start the scan | Load report | it |
codeto exploit thosevulnerabilities).

Figure 2: The Nessus Network Scanner Interface

Tools like Nessushave madecomputerhackingnearly as “point-and-click” as using a

word processor or Web browser.

Whatl intendto demonstratdy all of thisis simply thatcomputerhacking,aswith many
other human pursuits involving technology, is becoming increasingly de-skilled.
Betweenthe daysof CaptainCrunchtuning frequencygeneratordy earandthe modern
thirteen-year-old miscreant blindly mashing buttons on his parents' computer after school,
it certainly seemsthat the requiredknowledge(in the traditional ideationalsense)for

accomplishingthe task of breaking into computershas been vastly reduced. This
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reductioncan be largely attributedto the wider distribution of “smarter” tools to a less
discriminating audience. However, this posesa bit of a puzzle for pragmatist
epistemologyif today'sunskilled hackerscanachievesimilar successfubctionastheir
more“knowledgeable’predecessorshenwhat exactlyis goingon? If the userof a tool

is operating with a bare minimum of knowledge, then might (as Davis Baird suggests) the
knowledgeinsteadbe containedn thetool itself? If, asira Winkler claims,we canteach
amonkeyto breakinto a computerthenoughtwe attributeknowledgeto the monkey,or

perhaps instead to the tool that we teach the monkey to use?

Pragmatic Epistemology and Technology

The quoteby JosephPitt givenin the epigraphis a fair summaryof the pragmaticvision
of knowledge. Ratherthan relegating knowledgeto the realm of ideas, Pitt seeks
knowledgein successfulaction. JohnDewey held a similar view of knowledge. He
consideredt to be quite simply the productof successfuinquiry, whereinquiry was
definedasactiveengagementith theworld in orderto settlesomecognitivedissonance.
However,utilizing successfulctionasour criterion for knowledgeseemdo raisesome
counter-intuitiveproblemswhenwe considerthe role of technology. If, asPitt contends,
knowledgeis indicated by successfulaction, and if the successof the action can be
greatly facilitated by having the right tools, then what role do those tools play in
constitutingknowledge? Doespragmatismallow us to maintainour commonnotion that

knowledges somethingpossesselly a human‘knower”, or mightit forceusto abandon
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such a claim?

If we acceptthe pragmatisdefinition of knowledge thenit would at first appearthatwe

are also forced to acceptthat knowledge can be containedin objects. A simple
illustration shouldmakethe basisfor this claim clear. Supposeve havetwo individuals:

one is John Draper, and the other is one of the Berkeley students to whom Steve Jobs sold
a “blue box,” completewith operatinginstructions. Both Draperwith his plasticwhistle

and the Berkeley studentwith his fabricated “blue box” can abusethe California
telephonesystemat will. The outcomesof their actionsarethe same:a 2600Hz toneis
generatedallowing them unlimited long distancetelephonecalls. Per the pragmatic
definition of knowledge statedabove, both parties (through their successfulactions)
exhibit knowledge of how to manipulate the telephone network. However, it goes against
every intuition to say that Draperand the studentpossesshe samelevel of knowledge
whenit comesto achievingthe successfulesult. If we wereto takeawaythe student's

“blue box”, he might not have any idea how to begin to construct another. But if we were
to takeawayDraper'splasticwhistle, hewould likely find little difficulty in finding some
othermeansto accomplishthe sameend. It seemsclearin this casethat the artifact is
playingavery largepartin allowing the studento achievesuccessfuaction. It therefore
alsoseemgeasonableper the pragmatictheory of knowledge to attributesomeor most

of the knowledge to the technology, and not to its user.
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Herewe beginto find ourselveson unfamiliar (and possiblyuncomfortable)ground. It
seemsintuitive to say that Steve Jobs had a certain degreeof knowledgewhen he
constructedhe blue box. It alsoseemdntuitive to saythat he recordedsome“working
knowledge”of how to operatehe deviceinto its written instructions. However,nowhere
in the instructionsdoesit saywhythe box works. The studentsimply knowsto attachit
to atelephonenandpieceanddial away. Similarly, JohnDraperknowswhento blow his
Capt'n Crunch whistle, but he also knows why the whistle succeeddn creatingthe
desiredoutcome. However,that knowledgedoesnot seemto haveany direct effect on
the succes®f the actionitself — the ignorantstudentcanjust aseasilyachievethe same
successate. We may be temptedto saythatthe studentis actingon Jobs'sknowledge,
ratherthan his own, but this begsthe question. If Jobshimselfis not presentwhenthe
studentengageshe blue box, thenhow canthe studentact on his knowledge unlessthat
knowledgehasbeensomehowtransferrednto the box itself? It seemsat leaston the
surface thatif oneis to be a pragmatistthat one mustnecessarilyacceptthat material
objectscan contain at least certain forms of knowledge. It is preciselythis type of
situationthat hasled philosopherdike Baird to claim thatknowledgecanbe “contained”

or “embodied” in artifacts.

However,thereis a deviousCartesiartrap at work here,and appearancesiay not be as

simple as they seem. To supposethat knowledgeis “contained” in artifacts— or in

humanminds— is to acceptthe binary thinking of ideationaltheoriesof knowledge,and
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to betraythe spirit of pragmatism.Knowledge like “truth” or “value”, is somethinghat
we oughtto take carenot to reify. Knowledgeis not “contained”in artifactsany more
than monetaryvalueis “contained”in papercurrency. What philosopherssuchas Pitt
and Baird perhapsrecognizebut fail to emphasizas that knowledgeis systemic. It is
only in interacting with the world that knowledgeis exhibited, and that interaction
involves many things — not just people,not just artifacts and things in the world, but
systematiconjunctionsof all of these. It is thosesystematicconjunctionsandnot their

constituent parts, to which the pragmatist ought to grant the status of “knowledge.”

To acceptknowledgeasa non-Cartesiamon-dualisticsystemof people,objects,andthe
world radically transforms(and| think makesmore palatable)our discussiorof the role
of technology in epistemology. Instead of claiming that artifacts “encapsulate”
knowledge— asif that knowledgecould be extractedfrom the artifact anywhereat any
time — we cantalk abouthow artifactsare componentf knowledgesystems. We are
now preparedgo beyondthe simplistic pragmaticcategorizationthat “the hallmark of
knowledgeis successfulction,” andto offer a more constitutivedefinition. | propose
that knowledgecan be definedas the interactive systemof materials, skills, and ideas

requisite for the predictable accomplishment of a purposeful task

Thereis a greatdealpackedinto this concisedefinition, andit deservesomeexplication.

| have already discussedwhy | believe knowledge must be consideredin terms of
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systems,and not something“in” peopleor “in” objects. | also add interactivity as a
necessargomponenbf thosesystems.It is not enoughto haveanindividual, a pieceof
software,andan assignedask. The threemustinteractwith oneanother:the individual
must usethe softwaretoward the successfuaccomplishmenof the task at hand. Also
importantto my definition is that the systemis comprisedof materials(thingsin the
world), skills (the ability to accomplishtasks),and ideas(at the very least,the idea of
havingsomepurposefulend.) Failing the presencef any of thethree,l would contend
that we do not have adequategroundson which to claim that a knowledgesystemis
present. First of all, | would rejectthe Cartesiarclaim that knowledgecanbe possessed
in absenceof the materialworld. It is not enoughto say that | could crackinto the
Pentagon'somputersif only | had the right tools, and thereforeto claim that | have
knowledgeof how to completethetask. If | do notin fact havetherequiredtools,anddo
not haveaccesdo the necessarynaterials,expertise,or informationto fabricatethem,
then| do not havethe necessarnknowledgeto solve the problemat hand. Similarly,
possessiowf the tool itself is not enoughto claim knowledge. | alsoneedthe required
skill in howto usethetool. Finally, | needsomeideationalbasisuponwhich to establish
my criteria for success. Other ideas(such as Draper'sinternalizedinformation about
telephonenetworks)may contributeto the knowledgesystemaswell, thoughthey need
not necessarilype complex or consciouslyutilized. (Our very conceptualframework

through which we address the world could be construed as ideational).
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| intentionally place the word “requisite” into my definition, because(in contrastto
Dewey),| would not agreethatit is the successfutompletionof a taskthat constitutes
the knowledgesystem. Thatis to say, knowledgeis not merelythe productof inquiry.
Rather,the successfutompletionof the taskis what servesasour testby which to find
out if we truly have a knowledgesystem. Somesenseof this is containedin Pitt's
statementhat “the hallmark of knowledgeis successfublction.” This doesnot seemto
imply thatknowledgeis successfuaction,but only thatsuccessfulctionis the meandy
which we identify whetherknowledgeis present. While | agreewith Pitt on this point,
his characterizatiordoesseemto beg the questionbadly of what knowledgeis. My
definition seeksto remedythis: what knowledgeis is the interactivesystemrequiredfor

Pitt's successful action.

Finally, | feel the needto improve uponthe pragmaticcriterion of “successfulaction.”
While | onceagainagreewith this criterionin spirit, | find it lacking in substanceand
too vague to do any substantial epistemic work. What defines success? How
consistentlynustwe achievesuccessn orderto be consideredknowledgeable”?What
abouthappyaccidentspr thoseactionsthatseemto be failuresat first, andturn outto be
revolutionarysuccesses hindsight? Theseissuesseemto me too significantto simply
pass over. As such, | have built the additional criteria of predictability and
purposefulnessnto my definition. | intend for predictability to rule out those happy

accidentswhich give us a desirableresult (and could thus perhapsbe interpretedas
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successeshut not in the expectedway. As an example,considerthe button-mashing
thirteen-year-oldvho haphazardlygelectshe magiccombinationof softwareoptionsthat
allow him to compromisea university Web server. He may have succeededn the
desiredtask,but may not know how he did it, andprobablycould not repeatthe process.
| think we do not wantto grantthe statusof “knowledge”to thelad andhis softwarejust
yet. Oncehefiguresout how to repeatthe processandknowsexactlywhich buttonsto
push(andwhen)in orderto achievea predictableresult,thenwe would probablybe more
inclinedto admitthe presenc®f knowledge. As animportantaddendunio this, | should
also point out that we neednot be committedto a binary classificationof knowledge
systemsthatis, we neednot sort eachpossiblescenarianto tidy stacksof “knowledge”
and“not knowledge.” The scaleis certainlyquite a bit more continuoughanthat. The
higher the degreeof predictability with which we can complete purposeful (goal-
oriented)tasks,the firmer and more “knowledgeable”our knowledgesystemshouldbe

considered.

Conclusion: Millions of Monkeys with Smarter Typewriters

Theold adagetells usthatif amillion monkeystype for amillion years,oneof themwill
producethe works of Shakespearel suggesthat we neednot wait a million years,as
long aswe give the monkeysword processorsvith auto-formattingand auto-correcting
spell checkers. | would tend to agreewith Ira Winkler that we certainly can teacha

monkeyto breakinto a computer if we give the monkeysmartenoughsoftwarethatall
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he needs to do is to push a few buttons in the right order. | would further suggest that this
is alreadyhappening. Millions of barely-skilled“monkeys” createheadachesveryday

for computernetwork administratorsaroundthe world. In 1988, CERT (the Computer
Emergency ResponseTeam at Carnegie Mellon University) reported six hacking
incidents (CERT 2003). By 2002, that number had jumped to 82,094. To all
appearanceshatnumberwill doubleby the endof this year:in thefirst quarterof 2003,
42,586incidentswerereportedto CERT. Clearlytherearemanymoremonkeysat work

than there used to be, and clearly their typewriters are getting progressively smarter.

It seemgo me that our traditional Cartesiamotion of knowledgeas somethingstuckin

the mind of a humanbeing providesus with inadequateaneansof explaining how so
manyareableto do somuchwith the assistancef complextechnologiesgdespitethefact
thatthe usersof thosetechnologieknow very little themselves.| believethat pragmatic
epistemologycanoffer a solution,but only if it is willing to fully releasdts graspon the
notion that knowledgeis somethingencapsulate@itherin the humanmind or objectsin

the world. The pragmatistshould instead focus her thinking on something more
complex:the systemsn which thosehumansand objectsexist andinteract. Only then

will be be able to do sufficient epistemological justice to all of those monkeys.
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